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Publisher’s Note:  

 

There are two chilling trends in Internet security that were underlined this week with 

the announcement by Hold Security of a Russian crime ring taking around 1.2 

billion user names and password combinations from perhaps 420,000 different 

hacked websites. 

 

The first is a ramping of theft success on all scores, from personal IDs to nations 

stealing crown jewel intellectual property, which simply can no longer be tolerated if 

innovation and commerce are to continue. 

 

The second is a massive movement to cloud computing, driven by financial 

requirements rather than security requirements, at a time when our internal 

sources indicate that clouds have already been hacked. Now, hold those two 

thoughts --- 

 

A few years ago, I was seated next to a top Microsoft engineer, just before he 

became CTO of one of the largest online firms in the world. As we talked, I laid out a 

potential new way of securing data, and made him swear he wouldn’t take it back to 

Redmond for copying.   

 

In today’s issue, you will see that idea (and more) applied to cloud security and data 

protection. To my mind, getting this project done is of the same priority as replacing 

firewalls and virus lists with heuristic tools for monitoring network penetrations, and 

convincing CEOs to wake up and take serious action on security (since today their 

“in-denial” approach is killing their companies). 

 

The suggestion made here – that there really is a solution set that works for clouds 

– is coming none too soon. I hope every member will read on, and, if involved in this 

effort, take a close look at this great approach. – mra. 

 

 

 

INNOVATIONS IN CYBER SECURITY –  

    AN EMERGING NEW PARADIGM 

 

   by Steven R. Russo  

 

 

Participants at this year’s SNS Future in Review conference heard a recurring 

theme: concern over cyber security capabilities / intrusion as a growing threat to 

corporations, governments, and private citizens in the US and overseas. Every day 

we hear of new or newly reported significant cyber-security breaches, despite all the 

current security measures being used by these agencies. While SNS does a fine job 
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of keeping subscribers apprised of these notable events, the costs associated with 

them continue to mount. 

 

We know from experience that all it takes is one core security breach of sensitive 

information to cause a negative chain reaction and send shockwaves throughout 

every government entity, business, and even individual. The costs associated with 

such core breaches can be astronomical, threatening the very livelihood of an 

enterprise and eroding reputations with customers, suppliers, and partners. On an 

individual level, a significant breach of the wrong information, or cases of mistaken 

identity, can wreak havoc with one’s life. In short, cyber-attacks at all scales can 

make life a living hell. 

 

Fortunately, there are emerging cyber-security technologies today that turn the 

tables on potential hackers. In doing so, these technologies can help eliminate the 

negative domino dynamic of exploitation associated with major hackings in the 

past.  

 

The focus of this letter will be to survey the cyber-security landscape and highlight 

innovations that give rise to optimism about dealing with potential hackers that 

threaten livelihoods and the foundations of the digital economy. It is my hope that 

after reading this piece, SNS members will come away with a better understanding 

of available security measures to deter would-be hackers, as well as a sense of 

steps to consider taking in an effort to protect sensitive and vital information. 

 

 

Cyber Plunder in Perspective 

 

To begin, it will be helpful to have some context from a security standpoint 

regarding the evolution around theft of sensitive information. There is a long legacy, 

going way back to before the invention of the Internet and development of the 

cloud. The pursuit of illegally securing information kicked into high gear during the 

Cold War. The former USSR took pride in building a highly effective information theft 

program, and through its efforts became quite proficient at it. During this period, 

Japan also became very skilled at stealing sensitive information, including 

intellectual property (in such key industries as television, video recording and 

playback equipment, DRAM chips, and specialty steel). South Korea followed in 

Japan’s footsteps, stealing the same proprietary ideas and concepts from Japan.  

 

It was only a matter of time before China joined the mix. China’s entry into the ring 

of information theft coincided with the Internet and the ascendancy of the digital 

economy. In this environment, stealing information became a game of hacking into 

corporate and government computer networks. As we are aware today more than 

ever before, China has been the prime actor in the game of using cyber espionage 

to steal crown jewel IP.  

 


